
C O N T A C T

Phone

+43 676 5508715

Email

toufichanna00@gmail.com

LinkedIn

linkedin.com/in/toufic-hanna

GitHub

github.com/tof-98

Portfolio

toufichanna.dev

Location

Hall in Tirol, Austria

Open to relocation & remote

T E C H  S T A C K

CORE STACK

Java (Spring Boot, Spring Security, JPA/Hibernate)

React TypeScript Node Docker

PostgreSQL MariaDB

ARCHITECTURE & SECURITY

Multi-Tenant Architecture SAML / SSO

MFA / TOTP REST APIs JWT

SECONDARY /  TOOLS

PHP Symfony Slim Framework

JavaScript jQuery Tailwind CSS

HTML/CSS Vite Drupal SQL Solr

Linux Git Nginx GitHub Actions

CI/CD Maven JUnit Wireshark

AI-assisted Dev

L A N G U A G E S

Arabic Native

German C1

English B2

C E R T I F I C A T I O N S

Google Cybersecurity

Professional

Coursera ·

2025

OO Java: Data Structures &

Beyond

Coursera ·

2023

Google AI Professional Certificate Coursera · 2026

AI Fundamentals & Compliance Mindlane · 2026

Toufic Hanna
F U L L- S TAC K  D E V E LO P E R  ·  J AVA  /  S P R I N G  ·  R E AC T

Full-Stack Developer with 2.5+ years of professional experience, with a proven track

record in architecting modern web platforms and migrating legacy systems. Specialized in

high-performance Java/Spring Boot backends and React frontends, with deep expertise in

containerization (Docker), secure authentication (SAML/MFA), and relational databases

(PostgreSQL/MariaDB). Demonstrated end-to-end ownership — from specification to

deployment — with a strong drive for technical leadership, mentorship, and collaborative

problem-solving within a dynamic development team.

E X P E R I E N C E

Full-Stack Developer Jan 2024 – Present

LITTERA Software & Consulting · Hall in Tirol, Austria

Software Development · Project Collaboration Mar – Sep 2023

Independent project team · Syria

P E R S O N A L  P R O J E C T S

Self-Hosted Vaultwarden

Deployed a Bitwarden-compatible password

manager on Oracle Cloud using Docker.

Configured reverse proxy, SSL, and persistent

storage.

Docker Oracle Cloud Linux Self-Hosting

Portfolio Website

Designed and built a personal portfolio site,

self-hosted on Oracle Cloud. Deployment and

server configuration managed independently.

Astro Docker Oracle Cloud

E D U C A T I O N

B.Sc. Software Engineering & Information Systems

Tishreen University · Syria  ·  Focus: Databases, Networks & Software Development

2016 – 2022

I N T E R E S T S

AI & emerging technologies  ·  Cybersecurity & ethical hacking  ·  Self-hosting & homelabs

Lead Developer responsible end-to-end for migrating a long-established Windows desktop product —

a learning-materials management system used by schools in Germany — into a cloud-ready web

platform. Independently derived requirements, architecture, and work packages directly from the

specification since Jan 2026, and rebuilt the product's full functional range (cataloguing, lending,

school structure and school-year administration, requirement planning) in Java/Spring Boot and React,

with review and QA by colleagues.

▸

Identified and resolved a critical database performance bottleneck — query over-fetching in

PostgreSQL causing timeouts on large deliveries (200+ items) — eliminating application latency on

bulk operations entirely.

▸

Strengthened platform security and user management by designing and implementing SAML 2.0 Single

Sign-On (SSO) and Multi-Factor Authentication (MFA/TOTP) using Spring Security.

▸

Built a licence overview for the internal support tool — staff can filter across all client institutions by

licence attributes (number of copies, active/inactive, licence type) instead of looking the data up

manually in the database.

▸

Built a bulk lending-session close feature in React, allowing staff to close all active sessions in one

action. Receipts are handled automatically per institution's tenant configuration — emailed, printed, or

skipped — reducing manual end-of-day work.

▸

Implemented batch cataloguing for the library management app — staff can enter multiple ISBN-13s to

catalogue several books at once. Widely requested by clients migrating from the legacy system to the

new web application.

▸

Engineered a library acquisition module with Excel import, offer management, and supplier API

integration, plus a REST integration for transactional email delivery and a Spring-based password-

reset flow.

▸

Implemented autocomplete search powered by Solr and a reusable Drupal dropdown filtering module.▸

Mentored and onboarded a junior developer/intern through technical guidance, structured code

reviews, and pair programming to maintain high code quality standards.

▸

Sole developer of an interactive Gantt scheduling module built with dhtmlxGantt in plain PHP (no

framework), intended for integration into a workflow and project management product for business

customers. Built over six months within a three-person team.

▸
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